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We acknowledge the importance of protecting our critical information assets from threats such as cyber-attacks, misuse, unauthorised access, and data breaches. As a university, the information we handle is not just crucial for our operations but also for the trust our students, faculty, and stakeholders place in us.
Information security incidents can give rise to embarrassment, economic loss, non-compliance with standards and legislation, as well as potential judgements being made against The University.
This high-level Information Security Policy sits alongside the IT Risk Assessment Process
 and Data Protection Policy. This is to provide the high-level outline of, and justification for, The University’s risk-based information security controls.
The University’s security objectives are that:
· Our information risks are identified, managed, and treated according to an agreed risk tolerance.
· Our authorised users can securely access and share information to perform their roles.
· Our physical, procedural, and technical controls balance user experience and security.
· Our commitment to meeting our legal and contractual obligations that our information security practices remain in line with relevant laws, regulations, and contractual agreements.
· Our teaching, research, administrative and vendor activity considers information security responsibilities.
· Incidents affecting our information assets are resolved and learnt from to improve controls.

3. [bookmark: _Toc139886918][bookmark: _Toc140139540][bookmark: _Toc140139585][bookmark: _Toc140139725][bookmark: _Toc158292844]Scope

The Information Security Policy and its supporting controls, processes and procedures apply to all information used by The University, in all formats. This includes information processed by other organisations in their dealings with The University.
The Information Security Policy and its supporting controls, processes and procedures apply to all individual users including students who have access to The University information and technologies. This includes external parties that provide information processing services to The University.
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4.1 Monitoring
Compliance will be monitored through regular audits, penetration testing, user access reviews, and the use of security incident and event management (SIEM) tools. Any issues identified will be reported to the Information Governance Board, and appropriate corrective actions will be implemented.

4.2. Impact Analysis Statement
The University’s commitment to equality means that this policy has been screened, paying due regard to the general duty in relation to the relevant protected characteristics, the use of comprehensible, inclusive language, and the avoidance of stereotypes. This document is available in alternative formats on request.


4.3 Consequences of not following this policy
All users, including any third parties with access to the University’s information or computing systems, must comply with The University’s Information Security Policy as well as all other related Information Technology (IT) policies, including the IT Acceptable Use Policy. This requirement is included in the Conditions of Employment and where appropriate compliance will be monitored.
After investigation if a user is found to have violated The University’s Information Security Policy and/or procedures, they may be disciplined in line with The University’s relevant disciplinary policy and potentially subject to legal proceedings.
In the case of a student(s) failure to comply with the conditions set out in The University’s Information Security Policy and Code of Conduct, they will be passed over to the Academic Services, Student Governance function and may later result in suspension or withdrawal of access to university computer systems and network facilities and may also render them liable to disciplinary proceedings.

4.4. Policy Statement
It is The University’s policy to ensure that information is protected from a loss of:
· Confidentiality – information will be accessible only to authorised individuals.
· Integrity – the accuracy and completeness of information will be maintained.
· Availability – information will be accessible to authorised users and processes when required.
The University will implement an Information Security Management System in line with ISO 27001 standards, ensuring a robust, globally recognized approach to managing information security risks. 
The University will be mindful of the approaches adopted by its stakeholders, including research partners.
The University will adopt a risk-based approach to the application of the following controls:
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A set of lower-level controls, processes and procedures for information security is defined, in support of the high-level Information Security Policy and its stated objectives. This suite of supporting documentation is approved by Assistant Director IT for Technical Delivery and Information Security, published, and communicated to The University users and relevant external parties.

6. [bookmark: _Toc139886925][bookmark: _Toc140139547][bookmark: _Toc140139592][bookmark: _Toc140139732][bookmark: _Toc158292847]Organisation of Information Security
The University will define and implement suitable governance arrangements for the management of information security. This will include identification and allocation of security responsibilities, to initiate and control the implementation and operation of information security within The University.
The University will identify:
· An Executive to chair the Information Governance Board and take accountability for information risk.
· An Information Governance Board to influence, oversee and promote the effective management of university information.
· An Information Security specialist to manage the day-to-day information security function.
· Information Asset Owners (IAOs) to assume local accountability for information management.
· Information Asset Managers (IAMs) responsible for day-to-day information management.
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The University’s security policies and expectations for acceptable use will be communicated to all users to ensure that they understand their responsibilities. Information security education and training will be made available to all staff. Poor or inappropriate behaviour will be addressed to HR.
All staff will undertake yearly mandatory cyber security awareness training in line with IS Standard.
Where practical, security responsibilities will be included in role descriptions, person specifications and personal development plans for colleagues.
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All assets will be documented and accounted for. This includes:
· Information
· Software
· Electronic information processing equipment
· Service utilities
· People
Owners will be identified for all assets, and they will be responsible for the maintenance and protection of their assets.

All information assets will be classified according to their legal requirements, business value, criticality, and sensitivity. Classification will indicate appropriate handling requirements. Information classified as legally or contractually restricted must be encrypted. 

All information assets will have a defined retention and disposal schedule. Information that is not freely available in the public domain should be destroyed in a way that makes reconstitution unlikely. More sensitive assets should be returned to the office for secure disposal where appropriate.
All equipment disposals will be in line of the Waste Electrical and Electronic (WEEE) Regulations.
Assets will also include intellectual property, which must be protected from theft or misuse, preserving the academic integrity and proprietary research conducted by the university.
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Access control will be enforced using the principles of least privilege and role-based access control, ensuring users only have access to the information and systems necessary to perform their job duties.
Access to all information will be controlled and will be driven by business requirements. Access will be granted, or arrangements made for users according to their role and the classification of information, only to a level that will allow them to perform their duties.
A formal user registration and de-registration procedure will be maintained for access to all information systems and services. This will include mandatory authentication methods based on the sensitivity of the information being accessed and will include consideration of multiple factors as appropriate.
Specific controls will be implemented for users with elevated privileges, to reduce the risk of negligent or deliberate system misuse. The separation of duties will be implemented, where practical.
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The University will provide guidance and tools to ensure proper and effective use of cryptography to protect the confidentiality, authenticity and integrity of information and systems.
Sensitive data, both in transit and at rest, should be encrypted using industry-accepted algorithms such as AES-256. Furthermore, secure key management processes should be in place to ensure the security of encryption keys.
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Information processing facilities are housed in secure areas, physically protected from unauthorised access, damage and interference by defined security perimeters. Layered internal and external security controls will be in place to deter or prevent unauthorised access and protect assets. This includes those that are critical or sensitive, against forcible or hidden attacks.
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The University will ensure the correct and secure operations of information processing systems. This will include:
· Documented operating procedures.
· The use of formal change and capacity management
· Controls against malware
· Defined use of logging
· Vulnerability management
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The University will maintain network security controls to ensure the protection of information within its networks. The University will also provide the tools and guidance to ensure the secure transfer of information both within its networks and with external entities. This is in line with the classification and handling requirements associated with that information.
Network security controls will include firewalls, intrusion detection and prevention systems (IDS/IPS), and secure network architectures. Secure communication methods, such as Virtual Private Networks (VPNs), should be used for accessing the university network from remote locations.

14. [bookmark: _Toc139886933][bookmark: _Toc140139555][bookmark: _Toc140139600][bookmark: _Toc140139740][bookmark: _Toc158292855]System Acquisition, Development, Maintenance, and Decommissioning
Information security requirements will be defined during the development of business requirements for added information systems or changes to existing information systems.
Controls to reduce any risks identified will be implemented where appropriate. Systems development will be subject to change control and separation of test, development, and operational environments.
All systems identified as no longer required will be decommissioned and the information will be kept in alignment of the Data Protection Policy.
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The University’s information security requirements will be considered when establishing relationships with suppliers, to ensure that assets accessible to suppliers are protected.
Contracts with suppliers should include the right to conduct security audits and reviews, ensuring they maintain a satisfactory level of security controls.
Supplier activity will be monitored and audited according to the value of the assets and the associated risks.
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Guidance will be available on what constitutes an information security incident and how this should be reported. Actual or suspected breaches of information security must be reported and will be investigated. The appropriate action to correct the breach will be taken, and any learning built into controls.
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The University shall ensure that business impact assessment, business continuity and disaster recovery plans are produced for all mission critical information, applications, systems, and networks.
The University will have in place arrangements to protect critical business processes from the effects of major failures of information systems or disasters. This is to ensure their timely recovery in line with documented business needs. This will include appropriate backup routines and built-in resilience.
Business continuity plans must be maintained and assessed in support of this policy. 
Business impact analysis will be undertaken, detailing the consequences of: 
· Disasters
· Security failures
· Loss of service
· Lack of service availability
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The design, operation, use and management of information systems must comply with all. 
statutory, regulatory, and contractual security requirements.
Currently this includes: 
· Data protection legislation
· The payment card industry standard (PCI-DSS)
· The government’s Prevent strategy.
· The University’s contractual commitments
The University will use a combination of internal and external audits to demonstrate compliance against chosen standards and best practice, including against internal policies and procedures. This will include: 
· IT health checks
· Gap analyses against documented standards
· Internal checks on staff compliance
· Returns from Information Asset Owners

In addition to the mentioned regulations and standards, the university also aligns with the Cyber Essentials scheme, ensuring fundamental cybersecurity measures are in place.
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· Director of IT and Digital (or designated personnel) is responsible for policy development, implementation, and maintenance, aligning it with legal requirements, industry best practices, and university objectives.

· Assistant Director of IT Technical Delivery and Information Security oversees policy strategy and implementation, ensuring compliance with the policy.
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There are no policy exceptions, any queries related to the policy may be forwarded to the Assistant Director IT for Technical Delivery and Information Security. 
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IT Policies - Security
· Anti-virus Corporate Device Policy
· Automatic Screen Lock Policy
· Backup Policy
· Backup Process
· Computer Account and Lifecycle Policy
· Cyber Security Incident Management Plan
· Cyber Security Vulnerability, Threat and Risk Management Standard
· Data Centre Management Standard
· Data Wipe Policy
· External Firewall Policy
· Local Administrative User Account Permissions Policy
· Multi-Factor Authentication Policy
· Patch Management Process
· Privileged Account Policy
· Information Security Training & Awareness Standard
· IT Acceptable Use Policy
· IT Equipment Disposal Policy
· IT Operational In-Flight Checks Standard
· IT Project Transition to Operations Standard
· IT Risk Assessment Process
· Removable Media Policy
· Server Management Process
· Software Development Policy
· Staff Account Management Policy
· Student Account Management Policy
· Supplier Security Assessment Standard
· Steamhouse IT Policy
· Third-party Network Engineering Standard

IT Policies - Governance
· BCU Policy Framework
· IT Asset Management Policy 
· System Logging Policy
· IT Equipment Allocation Policy
· Mobile Device Management Policy 
· Managed Service Providers Process 

IT Policies - Service Management
· Service Management Policy
· Service Desk User Guide
· Incident Management Policy
· Change Management Policy
· Major Incident Management Policy 
· Service Request Management Policy 
· IT Project Processes Standard

Other Policies:
· Flexible Working Policy
· Data Protection Policy
· Financial Systems Rules & Training Manuals
· University Financial Rules
· Identification Card Information 
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This policy will be reviewed and updated annually, or in response to significant changes in the business environment, regulatory landscape, or in the event of a significant security incident. This ensures that the policy remains current and relevant to the university's needs and objectives.

	Review Date
	Description
	Reviewer

	
06/06/2024
	
Information Security Policy
	
Associate Director Compliance and Cyber Security




23. [bookmark: _Toc139886942][bookmark: _Toc140139564][bookmark: _Toc140139609][bookmark: _Toc140139749][bookmark: _Toc158292864]Document History
	Version 
	Version Date
	Description
	Authors

	1.0
	06/06/2023
	Baseline version following policy review endorsed by IT Steering Group (ITSG)
	Associate Director Compliance and Cyber Security

	1.0
	05/12/2023
	Presented to UET for approval for IGB to approve final sign off.
	Director of IT and Digital

	1.0
	13/12/2023
	Final version approved by Information Governance Board (IGB)
	Director of IT and Digital
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	The University
	Birmingham City University

	PCI-DSS
	Payment Card Industry Data Security Standard

	IAO
	Information Asset Owner

	IAM
	Information Asset Manager

	WEEE
	Waste Electrical and Electronic

	IT
	Information Technology
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