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IT Acceptable Use Policy
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2. [bookmark: _Toc158291794]Purpose
The purpose of this policy is to establish guidelines and rules for the appropriate use of Birmingham City University (BCU) IT resources (E.g., hardware, networks, and software).
This policy is designed to:
· Establish rules and guidelines for the appropriate use of BCU’s IT resources
· Promote responsible and ethical use of BCU’s IT resources and prevent misuse of IT assets
· Protect BCU’s information and assets from security threats (e.g., viruses, malware, hacking, and data theft)
· Comply with regulatory requirements and industry standards (A requirement of both the NCSC’s Cyber Essentials certification and ISO 27001)
The university provides computer workstations and communications network access to a variety of services which are hosted either by the university or by external agencies via wide area network facilities, e.g., JANET for Internet access.  The conditions of use are Computer systems and networking facilities shall be used only for work and activity approved by the university.

3. [bookmark: _Toc158291795]Scope
This policy applies to all the following groups of staff and students at Birmingham City University:

· Anyone accessing the Birmingham City University computer network
· Anyone with access to email, internet, and computer equipment and resources that are the property of Birmingham City University
· All Birmingham City University Staff
· All Birmingham City University Students
· Associate Staff (Visiting Lecturers, KTP Associates)
· Visitors to the university who are issued with temporary guest accounts




4. [bookmark: _Toc158291796]Policy 
4.1. Access
Access to university information systems, networks or databases is only permitted if the university has authorised this.

No attempt shall be made to access the systems and networks of other establishments either within the United Kingdom or elsewhere unless:
· The service required is a public or open access facility.
· Authorisation has been obtained from the system/network service provider.

4.2. Usage
Systems and networks are not to be used for commercial purposes, nor to obtain external funding unless written permission has been obtained from the Director of Information Technology (IT).

Computer systems and networks shall not be used to engage in any activity liable to cause offence or to obstruct other users of Birmingham City University systems or users elsewhere. This includes:
· Unauthorised access: Accessing or attempting to access computer systems, networks, or data without proper authorisation or permission.
· Sharing login credentials: Sharing usernames, passwords, or any other authentication credentials with unauthorised individuals or using someone else's credentials to gain access to IT resources.
· Malicious activities: Engaging in any activities that could harm or compromise the organisation's IT infrastructure, such as spreading malware, hacking, or launching denial-of-service attacks.
· Anti-virus and anti-malware software must not be disabled or bypassed.
· Data breaches: Deliberately or negligently exposing sensitive or confidential information, including customer data, intellectual property, or trade secrets.
· Inappropriate content: Accessing, distributing, or storing any content that is offensive, discriminatory, pornographic, or violates any laws or regulations. This includes content designed to be:
· Abusive or threatening to others 
· Serves to harass or bully others 
· Encourage discrimination of race or ethnicity, gender, sexual orientation, marital status, disability, political or religious beliefs
· Unauthorised software installation: Installing or using unauthorised software, including pirated or unlicensed software, on company devices.
· Approval is required from IT (or designated personnel) for installing authorised software that requires administrative rights.
· Personal use abuse (see Section 4.2.3.): Excessive personal use of IT resources for non-work-related activities, such as excessive personal browsing, social media usage, or streaming videos during work hours.
· Unauthorised hardware modifications: Making unauthorised modifications to hardware, including connecting unauthorised devices, altering network configurations, or bypassing security measures.
· Unauthorised network scanning: Scanning the network or attempting to identify vulnerabilities without proper authorisation or professional justification.
· All staff are responsible for the safety and security of institutional data. As such, staff will not develop IT systems, that use, transport, manipulate or store institutional data without consulting the IT department through designated service provision that utilise best practice IT process and procedure.
· Staff will not share university data with unapproved 3rd party services without consulting the IT department.
· Violation of copyright or intellectual property rights: Engaging in activities that infringe upon copyright or intellectual property rights, such as illegal file sharing or unauthorised distribution of copyrighted materials.

Computer systems and networks may not be used to access, display, print or distribute slanderous, libellous or knowingly untruthful information or material of an illegal nature.

Computer systems and networks must not be used for the creation or transmission of material that brings the university and its brand in disrepute. 

The University has a statutory duty under Section 26(1) of the Counter-Terrorism and Security Act 2015, known as the Prevent duty, to have due regard to prevent people from being drawn into and supporting terrorism. 

Computer systems and networks shall not be used to create, download, store or transmit extremism-related material with the intention of supporting or spreading terrorism. BCU actively block access to the following specific categories: 
· Abused-drugs
· Adult
· Command-and-control
· Extremism 
· Malware
· Phishing 
· Proxy-avoidance-and-anonymisers
· Ransomware 

When university networks are used to attempt access to material deemed as potentially breaching university policy these attempts are actively blocked. The user should only continue when authorisation has been provided for academic related access purposes.  

Copyrights and intellectual property rights must be respected by all Birmingham City University computer system users and used only in accordance with the copyright protection conditions set out below. 

Users must utilise approved antivirus and antimalware software, ensure regular updates, and adhere to security practices to prevent malware infections and protect computer resources. 

4.2.1. Email Usage 
Appropriate use of email, based on best practice should include the following components and guidelines:
· Personal and professional use: University email accounts are for the purpose of university business, teaching, learning and research.  The university advises any essential personal use of university email be undertaken responsibly and personal emails be stored specifically and at risk of the user.
· Confidentiality and privacy: Maintain the confidentiality of sensitive information and do not share it without proper authorisation.
· Prohibition of spam and phishing: Users should not engage in sending spam emails or participate in phishing activities.
· Email etiquette: Users should maintain professional and respectful communication.

4.2.2. Internet Access 
Users accessing BCU internet must adhere to the following guidance:
· Responsible browsing: Users should only use the internet for work and study related purposes. Where used for social purposes, users must exercise care and responsibility.
· Prohibition of unauthorised downloads: Users must not download or install unauthorised software, files, or media without proper authorisation.
· Users must represent BCU professionally and appropriately through web-based communications.
Information Security: Users should be aware of the risks associated with phishing, malware, and other online threats and take necessary precautions to protect university systems and data.

4.2.3. Personal Usage 
The University will permit the use of its IT facilities by students, staff and other authorised users for a reasonable level of personal use. Abuse of these permissions for personal use can include (but are not limited to):
· A level of use that is detrimental to the main purpose for which the facilities are provided. 
· Prioritising use of resources for non-work related purposed.
· Any form of personal financial gain (whether of a commercial or profit-making nature).
· Use of nature that competes with the University in business.
· Connection with any use or application that conflicts with an employee’s obligations to the University as their employer.
· Any use that is in breach of university rules, regulations, policies and procedures.
BCU are not responsible for personal user data stored on BCU IT systems.
User found to abuse the permissions for personal use of the IT resources may be disciplined in line with the University’s relevant disciplinary policy.

4.3. Protection of Copyright 
The users of any software, computer readable dataset or courseware or other similar material, hereafter referred to as "the material” shall: 
· Ensure that all the requirements of the agreements, contracts and licences under which the material is held by the University will be maintained (Copies of the relevant agreements, contracts and licences may be seen by application to the Faculty / Department / Central Service which made the material available);
· Adhere to the regulations governing the use of any service involved in the provision of access to the material whether these services are controlled by Birmingham City University or by some other organisation; 
· Not remove or alter the Copyright Statement on any copies of the material;
· Ensure the security and confidentiality of any copy released to the user(s) and not make any further copies from it or knowingly permit others to do so, unless permitted to do so under the relevant licence; 
· Use the material only for purposes defined, and only on computer systems covered, by the agreement, contract or licence; 
· Only incorporate the material, or part thereof, in any work, program or article produced by the user(s) where this is permitted by the licence or by "Fair Dealing" [footnoteRef:2] ; [2:  	The wording of section 4 has been derived from the CHEST (Combined Higher Education Software Team) Code of Conduct (Copyright Acknowledgement).  The University has also sought assistance from CHEST in the clarification of the term “Fair Dealing”.  The following clarification of “Fair Dealing” has been recommended by CHEST and accepted by the University.  In providing this clarification CHEST acknowledge their debt to the work by Professor Charles Oppenheim entitled “The Legal and Regulatory Environment for Electronic Information” from which this clarification has been derived. See Appendix for definition of “Fair Dealing”.

] 

· Only incorporate some part or version of the material in any work produced by the user(s) with the express permission of the Licensor or unless this is permitted under the agreement; 
· Not reverse engineer or decompile the software products or attempt to do so unless this is explicitly permitted within the terms of the agreement for the use of the material; and
· Return or destroy all copies of the material at the end of the module / unit / course/year or when requested to do so.
The unauthorised usage or copying or distribution of any material including software in breach of licensing agreements may result in disciplinary action and may be reported to the relevant authorities.
The University reserves its right to take legal action against individuals who cause it to be involved in legal proceedings as a result of violation of its licensing agreements. 



4.4. Security 
A password is the personal property and responsibility of the individual to whom it is issued.  When issued with a password allowing access to information on systems and networks, a user must not share the details of this password information with any other person whomsoever.

Computer systems and networks which are used to hold personal information, which is subject to data protection laws, should not be set up without prior authorisation from the Data Protection Officer and Assistant Director IT for Technical Delivery and Information Security. This authorisation process starts with the completion of the Data Protection Impact Assessment (DPIA) checklist found at the beginning of the DPIA template accessed on iCity.

Users also have a responsibility to protect the University’s data and information, including the proper handling of sensitive information, adherence to data protection policies, and reporting of data breaches or security incidents.

Users must secure computers and terminals when unattended or not in use by locking the screen or logging out.

4.5. Data Backup 
The university is not responsible for students’ own data and students should maintain their own backups. Although, the university will attempt to restore lost data it will not be held responsible if unable to do so.

5. [bookmark: _Toc158291797]Responsibilities
· Director of IT and Digital (or designated personnel) is responsible for policy development, implementation, and maintenance, aligning it with legal requirements, industry best practices, and university objectives.

· Assistant Director of IT Technical Delivery and Information Security oversees policy strategy and implementation, ensuring compliance with the policy.

· Users are responsible for complying with this policy and reporting any suspected or actual breaches of this policy to the IT department immediately. 


6. [bookmark: _Toc158291798]Exceptions
There are no policy exceptions, any queries related to the policy may be forwarded to the Assistant Director IT for Technical Delivery and Information Security. 



7. [bookmark: _Toc158291799]Related Standards, Policies and Processes
· Information Security Policy
· Computer Account and Lifecycle Policy
· Staff Account Management Policy
· Student Account Management Policy
· Automatic Screen Lock Policy

8. [bookmark: _Toc158291800]Policy Review
This policy will be reviewed and updated annually, or in response to significant changes in the business environment, regulatory landscape, or in the event of a significant security incident. This ensures that the policy remains current and relevant to the university's needs and objectives.
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[bookmark: _Toc158291802][bookmark: _Hlk133244692]Appendix – Glossary of Terminology 
	Password Security
	A password is a string of characters used to validate the claim of an identity. The length and complexity of the password will dictate its strength.

	Fair Dealing
	Means that an individual, or a friend or colleague of the individual, if sued for infringement, has as his/her defence the argument that he/she made the copy (or copies) of not too substantial a part of the literary work and that the copying did not damage the legitimate interests of the copyright owner. The legislation gives specified purposes where Fair Dealing applies, e.g. private research, commercial research, private study, criticism and book reviewing, reporting current events and educational purposes.

	Copyright Statement
	A legal notice that informs others that a work is protected by copyright law and specifies the copyright owner’s rights and restrictions.

	JANET
	Is a high-speed network for the UK research and education community.

	Computer System
	A set of hardware components, software programs, and user inputs that work together to perform tasks and operations.

	Network 
	A collection of computers and devices that are connected together to allow them to communicate and share resources.
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