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Mobile Device Management – Enrol your personal Android phone in the InTune Company Portal:
Mobile Device Management is a crucial part of keeping BCU cyber secure. To stay compliant with cyber security accreditations, BCU staff who wish to access BCU services like Outlook and Teams will need to enrol their personal phones in BCU’s InTune Company Portal, and use the BCU-managed versions of these apps. Find out what BCU can and cannot do with the permissions granted when you enrol your device.
This guide is for Android users. If you use an Apple phone, please see the iOS guide.
If your device is not compatible or does not comply with Microsoft Intune's security requirements, you will not be able to use it to access BCU systems.
What Android devices are compatible with Microsoft Intune? 
To comply with the Microsoft Intune Company Portal's security requirements, your device operating system (Android) needs to be up to date, and you need to have a strong password on your device. Your device must also be compatible with Microsoft Intune. All devices listed on this page are supported by the Microsoft Intune Company app, provided the device manufacturer still supports security upgrades, and updates to the latest version of Android. Any devices that are not listed here may not be compatible with Microsoft Intune.
You will also require minimum 10GB of storage space to enrol into the Microsoft Intune Company Portal.
Enrolment Process:
1. Make sure you are connected to Wi-Fi. Go to the Google Play Store.
2. Search for and install the Intune Company Portal app. Make sure you download the app published by Microsoft Corporation.
[image: A screenshot of intune company portal app]
3. Launch the Company Portal App. Sign in with your University credentials. You may also need to approve your sign-in via MFA (you will need to switch apps for this). If you've lost your authenticator, you'll need a Helpdesk call to reset your MFA.
[image: A screenshot of a company portal]
4. Select the Devices tab, and tap the top-most entry, this is your phone.
[image: A screenshot of the devices tab]
5. On the Device Details pane, tap where it says This device is not managed. You will then be taken to the Access Setup page. Tap Begin.
[image: A screenshot of the device details pane] [image: ]
6. Next, you will be presented with a Privacy Statement containing information about what BCU can and can’t see on your device. Full information, and FAQs can be found on iCity. To proceed, you must agree to these conditions.
7. InTune will then ask to create a Work Profile on your device, press Accept & Continue
 [image: A screen shot of a setting up work profile]
8. This process may take a few minutes. Once complete, tap Next.
 [image: A screen shot of the next step]
9. To register your device and activate your work profile, tap Continue. 
[image: A blue and black progress bar]
10. Now that the device is registered, the Company Portal will check your device settings to see if they are compliant with BCU’s security policies. If there are specific compliance issues with your device, such as having a password that is too simple, or an out-of-date Operating System, the app will inform you. You will need to rectify these.
a. A common example of a setting that may need to be changed is your screen unlock PIN. Intune requires an unlock PIN of at least 8 characters.
[image: A screenshot of confirming device settings][image: A screenshot of the device setup completion]
11. Once your device’s compliance has been verified your device should be fully registered. As you can see below, your app tray will now be split into a Personal tray, and a Work tray. Work apps are also differentiated from personal apps by the blue briefcase badge.
[image: A screenshot of the app tray]
Apps Subject to Change
12. You will now be able to access BCU services through the Work apps. You can “turn off” your Work Profile apps whenever you choose. When you do, Work apps are suspended, and you will not receive any notifications or use any cellular data for them until you switch them back on. 


Removing your device
1. Go to your Work apps and open the Company Portal app.
2. In the devices list, tap your device.
3. Tap the three-dot icon in the top-right corner, then tap Remove Device
[image: A screenshot of device details] [image: A screenshot of removing device]
4. After a few seconds, Company Portal will exit and the Work Profile will be removed from the device. Your device is now no longer enrolled.
[image: A screenshot of the work profile deleted]


Troubleshooting and Known Issues
User cannot sign-in to Company Portal App 
	Issue 
 
When you attempt to logon to the Company Portal app, you are met with a “assign license for access” error. 
 
 
Cause 
 
You do not have the correct Microsoft license to use the Company Portal App.
 
 
Response 
 
You will be unable to enrol your personal device to access BCU services. 
	 
[image: A screenshot of license issue]     
 


 
User cannot successfully activate their Work Profile/Management Profile when enrolling a personal device 
	Issue 1 
 
When you get to the “Activate Work Profile” stage of enrolment, you are met with a “Couldn’t add your device” error message.
 
 
Cause 
 
There are two potential causes. Either your department/team has not yet had the Company Portal rolled out to them, or the device you are trying to enrol is too old. 
	 
[image: A screenshot of couldn't add device]     
 


 
      
  
	
Issue 2 
 
When you get to the “Activate Work Profile” stage of enrolment, you are met with an “Update Device Settings” error 
 
Cause 
 
The user will need to update one or more settings to make the device compatible with our security requirements. This is likely (but not limited to) the device PIN being too short, or your device’s operating system is out of date, and needs to be updated to continue working. 
 
Note: the error to the right shows a device having a weak PIN and USB debugging enabled (Android).
 
	 
[image: A screenshot of update device settings]         
 



Android: Biometrics, such as Face unlock, or thumbprint unlock unavailable for apps within Work Profile on Personal Device 
	Issue 
 
Following the setup of the Work Profile on a Personal Device, it has been noted that apps that require unlocking only permit the use of PIN unlock by default, and not biometric/face/thumbprint unlock. 
 
Cause 
 
This is expected behaviour. Work Profile apps have no right to access your biometric data on your device.
 
Resolution 
 
You can set biometric security for Work Profile apps through the phone’s settings app by going through:
 
Settings > Security > Work Profile Security 
	 
[image: A screenshot of security and privacy] 
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