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Mobile Device Management – Enrol your personal iPhone in the InTune Company Portal
Mobile Device Management is a crucial part of keeping BCU cyber secure. To stay compliant with cyber security accreditations, BCU staff who wish to access BCU services like Outlook and Teams will need to enrol their personal phones in BCU’s InTune Company Portal, and use the BCU-managed versions of these apps. Find out what BCU can and cannot do with the permissions granted when you enrol your device.
This guide is for iPhone and iPad users. If you use an Android phone, please see the Android guide.
If your device is not compatible or does not comply with Microsoft Intune's security requirements, you will not be able to use it to access BCU systems.
What iOS devices are compatible with Microsoft Intune?  
To comply with the Microsoft Intune Company Portal's security requirements, your device operating system (iOS) needs to be up to date, and you need to have a strong password on your device. Your device must also be still supported to get the latest iOS upgrades. 
You will also require minimum 10GB of storage space to enrol into the Microsoft Intune Company Portal.
Process:
1. Go to the App Store.
2. Search for, and install the Intune Company Portal app. Make sure you download the app published by Microsoft Corporation.
[image: A screenshot of intune company portal app]
3. Launch the Company Portal App and Sign in with your University credentials. You may also need to approve your sign-in via MFA (you will need to switch apps for this). If you've lost your authenticator, you'll need a Helpdesk call to reset your MFA.
[image: A screenshot of a login page]
4. Choose whether to accept notifications from the app. These can be useful because they will inform you if you need to change settings or update software to maintain access.
[image: A screenshot of notification configuration]
5. If Microsoft Authenticator isn’t already installed on the device, the user will be required to install it – tap Install from App Store, install the app as directed, then return to the Company Portal app and tap Continue.
6. When you begin, you will be presented with information about what BCU can and can’t see on your device. Full information, and FAQs can be found on iCity. To proceed, you must agree to these conditions.
7. InTune will then ask to download a Management Profile to your device, press Allow. Tap Close, then Continue.
[image: A screenshot of download configuration] [image: A screenshot of profile downloaded]
8. From there, go to your Settings app, select profile downloaded, and press Install. Follow the on-screen instructions to complete the installation. You may need to enter your phone’s passcode, and then sign into your BCU account to enrol your device.
[image: A screenshot of settings]
9. Going back to the Company Portal, Company Portal will then check your device settings to see if they are compliant with BCU’s security policies. If there are specific compliance issues with your device, such as having a password that is too simple, or an out-of-date Operating System, the app will inform you. You may need to change the settings on your device to continue.
10. Once your device’s compliance has been verified, you will be prompted to allow BCU to install and manage the University versions of the applications, which are:
· Microsoft Authenticator 
· Microsoft 365 (Office) 
· Microsoft Edge 
· Microsoft OneDrive 
· Microsoft Outlook 
· Microsoft Teams 
11. With the management profile and the applications installed and managed, tap Yes I enrolled this device, then Continue to finalise the setup. Tap Done to finish.
12. Your device is now fully enrolled. You will be able to access BCU services through the trusted apps. We recommend placing these apps in a folder named ‘BCU Apps’ to avoid confusing them with personal apps.

Unenrolling your iPhone from the inTune Company Portal
Unenrolling your personal iPhone is quick and easy.
1. Launch the Company Portal App
2. Open the Devices tab and select your device.
3. Tap the three dots to the right of Rename.
4. Select Remove Device
[image: A screenshot of device details]
5. Your device is now unenrolled.
Troubleshooting and Known Issues
User cannot sign-in to Company Portal App 
 
	Issue 
 
When you attempt to logon to the Company Portal app, they successfully logon you are met with a “User name not recognized” error. 
 
Cause 
 
You do not have the correct Microsoft license to use the Company Portal App. You are unable to enrol your personal device to access BCU services. 
	 
    [image: A screenshot of username not recognised] 
 


 
User cannot successfully activate their Work Profile/Management Profile when enrolling their personal device 
 
	Issue 1 
 
When you get to the “Activate Work Profile” stage of enrolment, you are met with a “Profile Installation Failed” error message.

Cause 
 
There are two potential causes. Either your department/team has not yet had the Company Portal rolled out to them, or the device you are trying to enrol is too old 
 

	 
    [image: A screenshot of install profile] 
 


 
      
  
	 
Issue 2 
 
When you get to the “Activate Work Profile” stage of enrolment, you are met with an “Update Device Settings” error 

Cause 
 
You will need to update one or more settings to make the device compatible with our security requirements. This is likely (but not limited to) the device PIN being too short, or your device’s operating system is out of date, and needs to be updated to continue working. 
 
Note: the error to the right shows a device having an out of date operating system.
 
	 
        [image: A screenshot of checking device settings] 
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