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2. [bookmark: _Toc152081560]Purpose

The purpose of this policy is to establish guidelines and rules for the appropriate and secure use of approved and assigned Birmingham City University (BCU) owned and managed mobile devices including smart phones, laptops, tablets as well as personal devices to ensure the protection of company data, systems, and networks accessed through mobile devices as well as:

· Define the responsibilities and expectations for employees regarding the use, security, and management of mobile devices.
· Promote productivity, security, and compliance with legal, regulatory, and contractual requirements.
· Clarify the organisation's expectations regarding acceptable use and potential consequences for policy violations.


3. [bookmark: _Toc152081561]Scope

This policy applies to all employees, contractors, and authorised users who use mobile devices, and/or personal devices to access company resources or conduct work-related activities.

It encompasses company-issued devices, personally owned devices used for work purposes, and devices that connect to the organisation's network.

Device types include smart phones, laptops, tablets and personally owned home computers (for the purpose of accessing organisational data).





4. [bookmark: _Toc152081562]Policy

The university requires that all mobile devices used to access university information, data, and services must be configured and maintained in accordance with the university’s security standards and guidelines. This includes but is not limited to the installation of security updates and software patches, encryption of sensitive data, and the use of strong passwords or biometric authentication.

4.1. Bring Your Own Device (BYOD)

4.1.1. Staff BYOD

Use of Personal Mobile Devices

The university permits the use of personal mobile devices to access university information, data, and services, subject to the following conditions:
· The device is compatible with the university’s technical requirements and security standards.
· The device is registered with the university’s Mobile Device Management (MDM) system.
· The device is secured with a strong password or biometric authentication.
· The device is encrypted if it stores sensitive university data.
· The device has installed and enabled the university-approved anti-virus and malware protection software.
· The device is not jailbroken, rooted, or otherwise modified to bypass any security controls.

Use of Personal Laptop, PC and Apple Computers

The university does not permit the use of staff personally owned laptops, PCs or Apple Mac computers to access University information, data, and services by default. Access to university information, data, and services via personally owned laptops, PCs or Apple Mac computers may be granted by specific exception only following approval of a written justification.

4.1.2. Student BYOD

Use of Personal Mobile Devices

The university permits the use of student personal mobile devices to access university information, data, and services in line with the Acceptable use Policy.

Use of Personal Laptop, PC and Apple Computers

The university permits the use of student personally owned laptops, PCs or Apple Mac computers to access university information, data, and services in line with the IT Acceptable Use Policy.



4.2. Device Management

The university will establish procedures for the registration, configuration, and management of mobile devices used for work purposes, including installation of security updates and software patches in accordance with best practice standards and the BCU Patch Management Process.
· Mobile device registration:
· Laptops provided by IT are logged to the IT asset register and are then distributed to the relevant individuals/ departments
· All BCU mobile device assets accessing institutional data must be managed by the IT department through our mobile device management platforms.
· All eligible staff personal devices must be enrolled on BCU mobile device management platform in order to access institutional data as per the BYOD rules defined in this policy.
· Software installation restrictions
· Users of mobile devices exercise caution when choosing which applications to install on devices that are used for accessing corporate data.
· Users of SOE devices will be able to install software from the Software Centre that have been through a testing process. Any other required applications not available on the Software Centre can be requested via the Service Desk.
· Application Installation 
· Applications will be vetted for their security and supportability and provided as a download option when being installed on a BCU device. Users adding applications to their own devices that are enrolled to connect to BCU services must exercise responsibility with the applications they download and ensure they are reputable, up-to-date, secure and supported. 
· Software version and patch management 
· Patching is conducted in accordance with the university’s Patch Management Process.

Upon resignation or termination of employment, the university must define the required timeframe for the mobile devices return and establish procedures for disconnecting personal accounts.


4.3. Data Protection

Measures to protect company data and information on mobile devices must meet with the university’s Data Protection policies and procedures and should include encryption, strong authentication, and secure data storage.

Data Privacy and Consent
· The university is committed to protecting the privacy of individuals and complying with relevant data protection laws and regulations. 
· Personal data will be collected, processed, and stored in accordance with applicable data protection principles.

Data Access Controls 
· Access to data should be granted on a need-to-know basis, following the principle of least privilege. 
· Users must authenticate themselves and adhere to strong password guidelines (in line with relevant University password policies) to ensure data access is restricted to authorised individuals.

Data Encryption 
· Confidential and sensitive data stored on mobile devices or transmitted over networks must be encrypted to protect against unauthorised access or disclosure.

Data Retention and Disposal
· Data will be retained in line with relevant university data retention policies to ensure compliance with legal and regulatory requirements.
· Data that is no longer required will be securely deleted or anonymised to prevent unauthorised access or use.
 
Data Transfer and Sharing 
· When transferring or sharing data, users should utilise secure and approved methods that protect data integrity and confidentiality. 
· Third-party services used for data transfer or sharing must adhere to appropriate security and privacy standards.


4.4. Mobile Device Recycling and Reuse 

See IT Equipment Disposal Policy


4.5. Loss or Theft

It is imperative that incidents involving loss or theft are addressed including prompt reporting, implementing security measures, and taking necessary actions to protect university data.

Reporting Incidents 
· All incidents of lost or stolen mobile devices that hold university data must be reported immediately to the IT Help Desk and using the Data Breach Form 
· Staff and students should provide necessary details such as device make, model, and serial number.

Remote Tracking and Locking 
· University-owned mobile devices should be equipped with remote tracking and locking capabilities to aid in recovery efforts and prevent unauthorised access. 
· In case of loss or theft, the IT department will activate the tracking and locking features to locate the device and secure its data.

Data Protection Measures 
· Users have a responsibility to safeguard university data stored on mobile devices. 
· Mobile devices should be protected with strong passwords (In line with the University’s Staff Password Management Policy and Student Password Management Policy) and Multi-Factor Authentication (MFA) to prevent unauthorised access. 
· Data encryption should be enabled to protect sensitive information from being accessed if the device is lost or stolen.

Remote Data Wipe 
· In the event that a lost or stolen device cannot be recovered, the IT department may initiate a remote data wipe to erase all university data stored on the device. This action is crucial to prevent unauthorised access to sensitive information and ensure compliance with data protection regulations.

Incident Investigation 
· The university may conduct an investigation into incidents of lost or stolen mobile devices to identify potential security breaches or vulnerabilities.
· In this situation users may be required to provide additional information or cooperate in the investigation process.

Device Replacement
· If a mobile device is confirmed as lost or unrecoverable, the IT department will assist the user in obtaining a replacement device. 
· Users may be responsible for the cost of replacement, depending on the circumstances of the loss or theft.

User Awareness
· Users are responsible for the safekeeping of their mobile devices and should exercise caution to minimise the risk of loss or theft (see section 4.7.).
· Devices should not be left unattended in public places, and users should be mindful of their surroundings when using mobile devices outside the university premises.


4.6. Security Best Practices

The university promotes security best practices for mobile device usage, such as setting strong passwords or using MFA, enabling device encryption, and avoiding unsecured Wi-Fi networks.

· Security best practice requirements must be implemented on mobile devices to protect university data and systems including:
· Password and authentication requirements
· Encryption of sensitive data
· Regular security updates and patch management
· Installation and use of approved security software and applications
· Prohibition of jailbreaking or rooting devices
· Use of remote wipe capabilities in case of loss or theft
· Secure configuration settings for network connectivity

· All users of managed mobile devices have responsibility for preserving the security and integrity of university data. All mobile device users must:
· Treat the data in accordance with the university’s Data Management and Governance policies
· Follow IT guidance for remote working 
· Remove any locally stored data that is no longer needed and has been transferred to university storage 
· Have proper access controls in place and report any breaches of these controls where personal data is shared inappropriately. 


4.9. Compliance and Consequences of Policy Violations 

Non-compliance with this policy may result in disciplinary action in line with the University’s relevant disciplinary policy and may result in loss of mobile device privileges and where necessary legal consequences.

5. [bookmark: _Toc152081563] Responsibilities

· Assistant Director IT for Technical Delivery and Information Security or designated personnel are responsible for establishing and maintaining the Mobile Device Policy, aligning it with legal requirements, industry best practices, and organisational objectives.

· IT department or designated personnel are responsible for implementing and managing the procedures for mobile device management, security configurations, and monitoring. They are also responsible for enrolling and managing registered devices in the University’s Mobile Device Management (MDM) system. They will also monitor and detect any security breaches related to mobile devices, taking necessary actions to prevent or mitigate security breaches related to these devices. 

· Human Resources department collaborates with the IT department to communicate the policy to employees, provide training and awareness programs, and address any policy concerns or violations.

· Employees and authorised users are responsible for reading, understanding, and complying with the policy, using mobile devices responsibly, and reporting any security incidents or policy concerns.



6. [bookmark: _Toc152081564]Exceptions

There are no policy exceptions, any queries related to the policy may be forwarded to the Assistant Director IT for Technical Delivery and Information Security.



7. [bookmark: _Toc152081565]Related Standards, Policies and Processes 
· Data Protection Policy
· Information Security Policy
· IT Acceptable Use Policy
· IT Equipment Disposal Policy
· Multi-Factor Authentication Policy
· Patch Management Process
· Staff Account Management Policy
· Student Account Management Policy


8. [bookmark: _Toc152081566] Policy Review 
This policy will be reviewed and updated annually, or in response to significant changes in the business environment, regulatory landscape, or in the event of a significant security incident. This ensures that the policy remains current and relevant to the university's needs and objectives. 

	Review Date
	Description
	Reviewer

	13/12/2026
	Mobile Device Management policy.
	Assistant Director IT for Technical Delivery and Information Security
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	SOE Device 
	Standard Operating Environment, managed laptops 
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