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Multi-Factor Authentication (MFA) Policy

1. [bookmark: _Toc140227008][bookmark: _Toc158291972]Contents


1.	Contents	1
2.	Purpose	2
3.	Scope	2
4.	Policy	3
5.	Responsibilities	4
6.	Conditions	4
7.	Related Standards, Policies and Processes	5
8.	Exceptions	5
9.	Policy Review	5
10.	Document History	5
Appendix – Glossary of Terminology	6






2. [bookmark: _Toc158291973][bookmark: _Toc140227009]Purpose
The purpose of this policy is to define the university’s implementation of multi-factor authentication for use by university staff and students where applicable.

Multi-Factor Authentication (MFA) is a method of verifying a user’s identity for login by requiring more than one type of credential. These credentials can include passwords, codes, secret questions, fingerprints, devices, or locations. MFA can help prevent unauthorized access to data and applications, especially if passwords are weak or stolen and provides an additional layer of security to key University systems in line with industry standards and practices and support compliance with General Data Protection Regulation (GDPR).

Typical example of a second factor is a single use passcode sent to a registered personal device such as a smart phone. Alternatively, a message can be sent to the user via an App on a user’s registered device asking for confirmation that they are attempting to log in.

Using MFA, it will not be possible for a third party to remotely access university systems simply by discovering or guessing a user’s password as they will not have access to the device that provides the second factor. Additionally, if the device that provides the second factor is lost or stolen it cannot be used to gain access to university systems without the user’s personal password.


3. [bookmark: _Toc158291974]Scope
[bookmark: _Toc140227011]3.1.	Policy Scope
This policy applies to all user accounts and any other accounts with an interactive login which is gaining access to a university system that Birmingham City University (BCU) has deemed requires the additional level of security offered by MFA.

All BCU authenticated systems and accounts will have MFA applied where possible unless agreed by exception.

This policy applies to all in scope applications and the associated access accounts.  Any exclusions to this approach will be approved by the Director of IT and Digital.




[bookmark: _Toc140227012]3.2.	Exclusions from scope

There may be technical limitations* that restrict our ability to use MFA for all the applications that fall within this policy. Where this is the case, these will be individually examined, and an alternative solution or work practice change will be recommended.

Any third-party MFA solution will be covered by the terms of this policy unless a superseding policy is in place for that solution.

* Any applications that are not connected to the BCU Azure AD cannot be covered by BCU IT general MFA. Third party solutions may be available.


4. [bookmark: _Toc158291975]Policy
[bookmark: _Toc140227013]4.1.	MFA Mechanism description

The university’s MFA solution is provided as part of our Azure Active Directory provision and can be activated for any University ID in relation to the application that is registered with Azure AD, the device being used to access or the location from which it is being accessed.
In most cases only location and application will be used to configure an MFA rule. For example, it may be decided to only allow access to a specific application or service from outside the university via MFA but not require any additional authentication from within the university network on a staff PC/Laptop.
When MFA is required for a specific application/service the user IDs for that application/service are set within Azure AD to require MFA for that service. Each user will be informed of this need in advance and will be sent a link where they can enroll and choose their preferred second factor.
The available options (in order of preference) are:
· Multi-Factor Authentication via an App on a registered smart phone which should be protected by a PIN or password etc. This App can either be set up to provide a one-time passcode for each log in or simply message the user each time an attempt is made to log in with their credentials so that they can confirm the attempt is genuine. This method requires the user to have access to Wi-Fi or mobile internet.
· One-time passcode sent via SMS text message to a registered mobile phone which should be protected by a PIN, password or biometric authentication. This method requires a mobile phone signal and roaming outside of the UK.
· Automated call back to registered phone requesting the user confirm the attempt is genuine by pressing a key or hanging up to decline.
MFA support for users will be provided by IT Help in the first instance, if IT Help is unable to answer a user’s question or fix a reported fault the issue will be escalated to Microsoft technical support.



Users can change their preferred MFA second factor method at any time via the MFA login screen but will be required to use MFA to make the changes. If a device is lost/stolen or broken and the user cannot access MFA, they can ask for their MFA second factor to be reset by IT Help during normal UK working hours.
It is possible to nominate a backup device or method for MFA to be used if the primary device or method cannot be used for any reason.
[bookmark: _Toc140227014]

5. [bookmark: _Toc158291976]Responsibilities
Users must take reasonable steps to prevent a third-party gaining access to university systems. To achieve this the User must not share their password(s) with a third party and should where practical not allow any third parties to have access to their second factor authentication device. If a User believes that their personal password has been compromised, they should change it as soon as possible.
Users must carry their multi-factor authentication device with them whenever they are likely to require it for multi-factor authentication, i.e., connecting to secure University resources when off campus. It is the Users’ responsibility to keep/store the device in as safe and secure a location as possible when not needed or otherwise in use.
If the User suspects that attempts have been made to access their account by a third party
i.e., they have received requests to confirm they are attempting to log in by an MFA App or call- back when they are not doing so, then the User should decline the request and alert IT Help as soon as possible. Ideally the user should also change their personal password as soon as it is practical to do so.
The User must report loss of any second factor device to IT Help as soon as possible so that the devices association with BCU Multi-Factor Authentication can be disabled.
The User may be accountable for the cost of replacing/repairing any lost/damaged University issued MFA devices.


6. [bookmark: _Toc158291977]Conditions
Failure to comply with the conditions of this policy or any breach of responsibility by a user may result in removal of individual privileges or access to university systems or resources.
Furthermore, a breach of this policy may result in disciplinary action against a user or a third party if a data breach occurs because of that person’s activities.
BCU IT reserves the right to withdraw an individual user’s access to University systems at any time without prior notice as may be required to protect the integrity of the University’s data.




7. [bookmark: _Toc140227016][bookmark: _Toc158291978]Related Standards, Policies and Processes
· Information Security Policy
· IT Acceptable Use Policy
· Student Account Management Policy
· Staff Account Management Policy
· Privileged Account Policy


8. [bookmark: _Toc140227017][bookmark: _Toc158291979]Exceptions 
There are no policy exceptions, any queries related to the policy may be forwarded to the Assistant Director IT for Technical Delivery and Information Security.
· There are no exceptions where it is possible to apply MFA.
· Where MFA is not applied is because it is not possible to apply.


9. [bookmark: _Toc140227018][bookmark: _Toc158291980]Policy Review
This policy will be reviewed and updated annually, or in response to significant changes in the business environment, regulatory landscape, or in the event of a significant security incident. This ensures that the policy remains current and relevant to the university's needs and objectives.

	Review Date
	Description
	Reviewer

	25/07/2024
	MFA Policy Review 
	Assistant Director IT for Technical Delivery and Information Security




10. [bookmark: _Toc158291981]Document History

	Version
	Date
	Description
	Authors/Reviewers

	1.0
	06/06/2023
	Baseline version following policy review endorsed by IT Steering Group (ITSG)
	Assistant Director IT for Technical Delivery and Information Security

	1.0
	05/12/2023
	Presented to UET for approval for IGB to approve final sign off.
	Director of IT and Digital

	1.0
	13/12/2023
	Final version approved by Information Governance Board (IGB)
	Director of IT and Digital






[bookmark: _Toc158291982]Appendix – Glossary of Terminology
	GDPR
	The General Data Protection Regulation is a regulation in EU/UK law on data protection and privacy for all individuals within the European Union which supersedes the UK data protection Act.

	Multi-Factor Authentication
	A method of authenticating an individual service user’s right to access secure data by using multiple factors, the first factor is a password or PIN know to the individual, the second is a single use code generated via a device known to be in the possession of the service user.

	One-Time Password/code or Single Use Password/code
	A password/code, normally a string of numbers, which can only be used for a single log in and once used is no longer valid. These passwords are often time limited for additional security.

	Virtual Private Network (VPN)
	A VPN is a technology that creates an encrypted connection over a less secure network such as the internet. This connection enables service users to connect to the University Network and its resources as if they were connected from within the University.

	App
	A software application installed on a service users registered device which will either prompt the users for confirmation that they are attempting to access secure services or provide a single use password that the user will need to enter in order to proceed.

	Biometric Authentication
	A method of authentication whereby a service user scans a part of their body known to be unique to them, such as a fingerprint.

	Call-Back Authentication
	A method of additional authentication whereby a service user is contacted via a known personal phone number each time they attempt to log in to a secure resource. The call is normally automated and simply asks the service user to press a specific key to confirm that they are attempting to log in or hang up if not. If the key is pressed the users log in attempt will be passed, if not then the log in attempt will be blocked. The call-back costs will not be charged to the service user



Level 0 - Public

Level 0 - Public


 (
Page
 
4
 
of 
6
) (
This
 
policy
 
is,
 
unless otherwise
 
stated,
 
the
 
property
 
of Birmingham
 
City
 
University.
 
Reproduction
 
or
 
retransmission
 
of
 
the
 
materials,
 
in
 
whole or in part, without the prior written consent of Birmingham City University is not permitted.
)
image1.jpeg
BIRMINGHAM CITY
3% University




