Privacy Notice for Student Inclusion
Introduction

In order to provide you with student inclusion services such as facilitating
support for your time at Birmingham City University (BCU), the University
needs to process your personal data. Personal data is information that
can identify you and is about you. Processing personal data means
collecting, storing, using, sharing and securely destroying personal data.
This privacy notice outlines how BCU’s Student Inclusion team
processes your personal data, and your rights in relation to the personal
data we hold.

BCU is the data controller for your personal data and must comply with
data protection laws.

This privacy notice explains the following:
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1. How we collect your information

We collect most personal information directly from you when you contact
and or register with the University’s Student Inclusion Team including
online, by phone, email, or in person.

2. The types of information we collect

We may collect the following types of personal data about you:

. Personal details such as name, address, date of birth, phone
number, your BCU ID number

. Information about your personal circumstances and the support and
assistance you have been provided such as funding you are in
receipt of or may be entitled to

. Details of the interactions you have had with the Team, other areas
of the University, and external agencies, where relevant

. Bookings, including for events and / or support sessions.

We may also process the following "special categories" of more sensitive
personal data. For student inclusion purposes this will most often be
information about your health (mental or physical), including any
disability and/or medical condition.

3. How we use your personal data

We will use your personal data to administer your support, deliver
services and meet statutory obligations.

4. What are the lawful bases for processing personal data?

By law BCU doesn’t always need to ask for your consent to process
your personal data, but we do need to and want to keep you fully
informed about how we process your personal data.

To comply with data protection laws, the University has identified that it
will rely on the following lawful bases and conditions of processing for
the processing of personal data.


https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/a-guide-to-lawful-basis/special-category-data/

For standard personal data BCU will usually rely on the UK General
Data Protection Regulation (UK GDPR) Article 6 lawful basis of public
task. This means that it’s within scope of BCU’s tasks as a public
authority. For student inclusion, the public task is providing appropriate
support to BCU students. Where the above lawful basis does not apply,
BCU would only share your personal data when another lawful basis
applies such as vital interest (to protect someone’s life), when it's part
of the student contract, where BCU has a legal obligation, where you
have provided your consent, or to fulfil legitimate interests. Legitimate
interests means BCU believes it will benefit you, the University or
another party, we believe it will not negatively affect you and we think
you would expect it.

5. What are the conditions of processing for personal data?

Special category data is personal data that needs more protection
because it is sensitive. One of the topics that is special category data is
health data. This includes physical health and mental health, including
disabilities.

Processing special category data requires BCU to identify not only a
lawful basis (see above) but also a condition of processing. BCU must
base their decision on what special category data is being processed
and what the purpose for that processing is. You can read about the 10
conditions of processing on this webpage. In this privacy notice we
highlight to you the most relevant ones. The three most relevant are

e Reasons of substantial public interest - For special category data
BCU will usually rely on the lawful basis of public task and the Article
9 condition of processing of Article 9(2)(g) Substantial Public
Interests. Please note, the lawful basis 'public task' and the condition
of processing ‘substantial public interest’ do not mean that the
information is made publicly available. Instead, they mean that it is in
the good of society (i.e. it’s in the public good) that organisations can
use such information to support people with particular disabilities or
medical conditions. The relevant condition under Part 2 of Schedule
1 of the Data Protection Act 2018 is Statutory etc and government
purposes. These purposes include BCU fulfilling its duties under the
Equality Act 2010 to make reasonable adjustments and to not


https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/a-guide-to-lawful-basis/special-category-data/#scd1
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/a-guide-to-lawful-basis/special-category-data/#scd3

discriminate, and BCU’s purpose of fulfilling its duty of care to its
students.

e Vital interests: the processing is necessary to protect someone’s
life. In rare circumstances the University may need to release
information to protect your interests or the interests of others, e.g. in
a medical emergency.

e Explicit Consent - In specific circumstances we may seek your
consent to process your personal data.

6. Who we share personal data with

We share limited and relevant information about you with BCU
departments in order to facilitate appropriate support for you. All BCU
staff have appropriate data protection and privacy clauses in their
contracts and will only use personal data in appropriate ways. We only
share your personal information outside of BCU if it is relevant to do so.
We store your personal data on IT systems. The companies that provide
those systems only process personal data on our behalf and not for their
own use.

We want you to trust us to be responsible in how we use your personal
data. Therefore, we want to tell you about the kind of organisations we
might liaise with about you in order to fulfil our purpose of student
inclusion. BCU only shares relevant personal data with relevant
organisations which can include liaising about you with the kinds of
organisations in the table below. BCU relies on the condition of
processing of reasons of ‘substantial public interest’ (as described in
section 5) for the sharing of special category data with the following
external parties unless it was to protect someone’s life, whether that’s
your life or someone else’s, in which case it would rely on reasons of
‘vital interest’ (as described in section 5).

Examples of external What’s the purpose in BCU sharing data
organisations that BCU |/ special category data with this
share personal data with | organisation?

Access centre staff - for The Access centre is part of the DSA

the assessment you will application process. BCU liaises with

have if you apply for Access centre staff about students’
assessments and the recommendations the




Disabled Students'
Allowances.

Access centre makes to the students’
funding bodies about what their DSA should
pay for (e.g. human support, software, ergo
equipment, etc.). BCU needs to liaise with
assessors regarding recommendations
made for a student.

Accommodation staff

To enable your Accommodation provider
(BCU or external) to allocate you
appropriate accommodation, support and a
Personal Emergency Evacuation Plan — a
document how individuals will be evacuated
when they have difficulty responding to a
fire alarm or escaping from a building
unaided, in the event of an emergency.

BCU International College
or equivalent partner
organisations

To enable them to provide you with
appropriate support and to enable the
Student Inclusion Team to arrange support
for when you enrol with BCU.

Diagnostic assessment
providers (e.g. Assessors
of dyslexia etc.)

BCU will share information about you with
the assessment providers to ensure that
your diagnostic assessment can be
completed and will record the outcomes of
the assessments shared by the assessment
provider.

Funding bodies and
organisations involved in
support packages for
students e.g. Local
Authority, Student Finance
England, the NHS, the
military™.

BCU liaises with funding bodies so that we
can help with applications for Disabled
Students’ Allowances (DSA), chasing up on
and trouble-shooting any parts of the
process. BCU liaises with organisations to
help students understand and use the
funding they’ve been given, and ask for
reviews of the funding. BCU also liaises
with external agencies who are part of a
student’s DSA support package e.g. those
providing laptop/software or human support
etc.




* This only applies to military students.

Other professionals /
practitioners (e.g. doctor,
psychologist, CPN, your
local social services
department,
physiotherapist etc).

BCU liaises with relevant professional /
practitioners such as doctors,
psychologists, Community Psychiatric
Nurses (CPNs), social services etc. in
situations where BCU needs to help the
student get hold of medical evidence to
help them apply for DSA, or in situations
where setting up support for a student
requires external liaison e.g. talking to a
social worker about the care package a
student might need, or talking to an
occupational therapist about equipment a
student might need.

Placements and fieldtrip
organisations

To enable the University to ensure you will
have reasonable adjustments and other
appropriate support which you may be
assessed as needing on a placement or
field trip.

PSRBs (Professional,
Statutory and Regulatory
Bodies)

BCU liaises with PSRBs about reasonable
adjustments for students on PSRB courses
/ placements etc.

Study support staff
employed through an
external organisation

The Student Inclusion Team may liaise with
external agencies who have been
nominated to provide you with support, to
ensure you get the support at university to
which you are entitled and that it is correct.

e For sharing student personal data including special category personal
data with parents / guardians / nominated persons, BCU will rely on
the following lawful bases and conditions of processing:

Lawful bases / What’s the purpose?

Conditions of
processing

Lawful basis — vital | To protect someone’s life, whether that’s the
interests student’s life or someone else’s.




Condition of
processing — vital

interests

Lawful basis - To fulfil a student’s wish to have their personal
consent data shared with a nominated person such as a
Condition of parent / guardian.

Processing — If a student provides explicit consent for their
explicit consent special category data to be shared, this could

include details of the impact of the student’s
disability on their studies, details of their general
wellbeing and/or details of the support in place for
the student and/or the support being considered.
The process for providing this explicit consent is
completion by the student of a consent form
provided by the Student Inclusion Team or the
student may provide explicit consent in an email
to disabilty@bcu.ac.uk or 0121 331 6495.

7. How we keep your data safe

BCU is committed to safeguarding your personal data. Whenever you
provide such information, we are legally obliged to use your information
in line with all applicable laws concerning the protection of personal
information. In relation to all our records these are held within dedicated
and secure IT systems hosted on a secure network with access limited
on a need-to-know basis. A range of administrative, technical, physical
security controls are used to ensure a robust approach to protecting data
held on University IT systems, and when approved transfers between
third parties are undertaken. For more information a copy of BCU'’s
overarching Data Protection Policy is available on the policies page of
the BCU website.

8. How long is your personal data kept?

Personal data is held for different lengths of time in accordance with the
purpose of processing the personal data. We will hold your personal
information in line with the University’s data retention schedule.

9. Keeping personal data and communication preferences up-to-
date


mailto:disabilty@bcu.ac.uk
https://www.bcu.ac.uk/about-us/corporate-information/policies-and-procedures

BCU wants to ensure that we keep the details we hold about you up to
date and would like to know your communication preferences. You
should also get in touch with us if any of your personal details change.
You can update your details and your communication preferences during
enrolment tasks, by contacting your Faculty Student Centre. For giving
or withdrawing any consent you would need to contact the Student
Inclusion team via disability@bcu.ac.uk or 0121 331 6495.

10. Your rights

You have the right to correct or update your personal data at any time.
Please get in touch with your main contact at the University to correct or
update your details. If you are a student, your main contact for this is the
Student Inclusion Team at disability@bcu.ac.uk or 0121 331 6495. If you
cannot get it resolved via this method, please contact the Information
Management team using the contact details below.

You may have the right to have your data deleted, the right to restrict
processing, the right to object and / or the right to data portability and
you have the right to know about and challenge automated decision
making and profiling. Follow the links to find out whether those rights
apply in these circumstances.

To do any of those things, or if you have followed the links but would like
clarification, please email informationmanagement@bcu.ac.uk, phone
0121 202 4597 or send post to:

Data Protection Officer

Information Management Team
Birmingham City University

1st Floor, Joseph Priestley Building
6 Cardigan Street

Birmingham B4 7BD

You have the right to request to see the personal data we hold about
you. You can submit a Subject Access Request (SAR) in accordance
with the Subject Access Requests (SAR) Procedure.

11. How to ask questions or raise concerns


https://www.bcu.ac.uk/student-info/welcome/help-and-advice/support
mailto:disability@bcu.ac.uk
mailto:disability@bcu.ac.uk
https://ico.org.uk/for-the-public/your-right-to-get-your-data-deleted/
https://ico.org.uk/for-the-public/your-right-to-limit-how-organisations-use-your-data/
https://ico.org.uk/for-the-public/your-right-to-limit-how-organisations-use-your-data/
https://ico.org.uk/for-the-public/the-right-to-object-to-the-use-of-your-data/
https://ico.org.uk/for-the-public/your-right-to-data-portability/
https://ico.org.uk/for-the-public/your-rights-relating-to-decisions-being-made-about-you-without-human-involvement/
https://ico.org.uk/for-the-public/your-rights-relating-to-decisions-being-made-about-you-without-human-involvement/
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https://www.bcu.ac.uk/about-us/corporate-information/policies-and-procedures/

If you have any questions, comments or concerns about how we use or
handle your personal data please contact the Data Protection Officer
using the contact details in section 10 above.

If you are not content with the how we handle your information we would
ask you to contact our Data Protection Officer to help you. However, you
do also have the right to complain directly to the Information
Commissioner at: ICO website — Make a complaint or via post

at: Information Commissioner's Office, Wycliffe House, Water Lane,
Wilmslow, Cheshire, SK9 5AF. Information about the Information
Commissioner is available at: Information Commissioner’s Office
website.

12. Changes to this privacy notice

This privacy notice may be updated from time to time so you may wish to
check it each time you submit personal information to BCU. The date of
the most recent versions will appear on this page (see version control).
We encourage you to check our privacy notice from time to time to
ensure you understand how your data will be used and to see any minor
updates. If material changes are made to the privacy notice, for instance
how we would like to use your personal data, we will tell you directly, for
example, via email.
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