Privacy Notice for Emergency Contacts and Requested Contacts of Students
This privacy notice covers the processing of personal data relating to the emergency contacts and requested contacts of students of Birmingham City University (BCU).
Birmingham City University is the data controller, and you are welcome to contact our Data Protection Officer by emailing informationmanagement@bcu.ac.uk or by post to:
Data Protection Officer, Information Management Team, Birmingham City University, Floor 1, Joseph Priestley Building, 6 Cardigan Street, Birmingham, B4 7BD, or by phoning 0121 202 4597.
Who are emergency contacts?
An emergency contact and their details will be provided by a student to confirm who should be contacted in the event the student is involved in an emergency. The emergency contact details you provide will only be used if the student is involved in an emergency and the University needs to contact the emergency contact to enable the student to be supported or in case the emergency contact can share important information relevant to the emergency. This data is collected from the student upon submission of the Student Enrolment Form under the ‘Contact Details’ section. 

We only consider contacting a student’s emergency contact without the consent of the student when there are significant concerns for the welfare of the student, and we have exhausted all avenues of direct contact with the student. Students will be notified by email and have sufficient notice (where appropriate) that we may seek to contact their emergency contact. There may be situations where we do not seek the consent of the student to contact their emergency contact, such as an emergency service agency has requested that we contact a student’s emergency contact (it is usual that the responsibility for making contact of this kind should remain with emergency services unless for a specified reason this is not possible) or when there is a situation where we have significant, urgent concerns for the student’s welfare.

BCU asks that students inform their emergency contact(s) that they will provide their information to BCU and explain that this is for the purposes of them being an emergency contact of the student. 
Who are requested contacts?
A requested contact is an individual named by a student to be included in correspondence that is sent to the student from BCU. We can include the requested contact in the correspondence if we have the consent from the student, however this is done on a limited, ad hoc basis and is not a blanket approach for all correspondence that is sent to the student from BCU. For example, a student may consent to a requested contact being copied into correspondence about a formal complaint, but we would not treat that consent as applying to any other process or correspondence; or, a student may consent to a requested contact being copied into correspondence about a specific issue relating to support needs, but we would not treat that consent as applying to either all support needs of the student or all correspondence with the relevant team(s).
BCU asks that students inform their requested contact that they will provide their information to BCU and explain that this is for the purposes of them being a requested contact of the student.
What type of personal data is collected?
The data collected for an emergency contact is their name, the type of relationship they have with the student (e.g. parent, partner etc.), their phone number(s), their email address and their address.   
The data collected for a requested contact is their name, the type of relationship they have with the student (e.g. parent, partner etc.) and their contact details e.g. phone number, email address. 

The lawful basis for the processing of this personal information is ‘legitimate interests’ (which means we need to process the personal information to fulfil our objectives, we believe it will not adversely affect you and we think you would expect it). We believe it is in the interest of the student, the University and also usually the emergency contact / requested contact that this information is collected, stored and used. 
In an emergency BCU may contact relevant people or organisations, relying on relevant lawful bases such as vital interests, legitimate interests or consent, and relevant condition of processing such as vital interests, substantial public interests (support for individuals with a particular disability or medical condition / safeguarding of children and individuals at risk) and explicit consent. 
The concept of having an emergency contact is a widely used and understood process and we do not believe the emergency contact or requested contact will suffer any negative impact of Birmingham City University processing their personal data for this purpose. Please read section 7 of this Privacy Notice for how to have your personal data erased if you are a student’s emergency contact and/or requested contact and you are not happy with your personal data being processed for this purpose.
Where other lawful bases / special conditions of processing do not apply, we will process your data on the basis of your explicit consent. This often applies for ‘special category data’ which includes information about your health (physical or mental), race, ethnic origin, religious or political beliefs, membership of a trade union and sexual orientation. However, there are other lawful reasons for BCU to process special category data, which includes for equal opportunities purposes, to prevent the loss of life or to defend legal claims.
How will the personal data be used and how long is it kept?

We will use the personal information for emergency contacts to contact the named individual in the event of an emergency. We will use the personal information of the requested contact to correspond with the named individual in the event this is requested by the student. We keep your personal information in line with the BCU Retention Schedule. When this retention period has been reached, the personal information is securely destroyed. 
Who can access my personal data and will they share my personal data with anyone? 
The personal data of emergency contacts and requested contacts will only be accessible to relevant staff members within the University. 

We do not share the personal data provided for these purposes with any other organisations outside of Birmingham City University unless we believe someone’s life is in danger or we believe we are compelled to by law. Where we do share this information, this will be with organisations such as the police or emergency services. 

How is my personal data stored?
Hard copies of personal information are kept in a secure location. The secure databases BCU uses to store your data are kept in the UK. However, some of the personal data we process about you may be transferred to, and stored at, a destination outside the European Economic Area ("EEA"), for example where it is processed by staff operating outside the EEA who work for us or for one of our suppliers, or where personal data is processed by one of our suppliers who is based outside the EEA or who uses storage facilities outside the EEA. In these circumstances, your personal data will only be transferred on one of the following bases: 
a. a European Commission decision provides that the country or territory to which the transfer is made ensures an adequate level of protection; or 
b. where the transfer is subject to one or more of the "appropriate safeguards" for international transfers prescribed by applicable law (e.g. standard data protection clauses adopted by the European Commission); or 
c. there exists another situation where the transfer is permitted under applicable law (e.g. where we have your explicit consent). 

What rights do I have regarding my personal data?
You have the right to correct or update your personal data at any time. If you are a BCU student, your main contact for this is the Student Support Centre. If you are a BCU staff member please use ERP or log a ticket on the HR Helpdesk. If you are neither, please contact your main contact at BCU. If you cannot do that, you can contact informationmanagement@bcu.ac.uk.  You may have the right to have your data deleted, the right to restrict processing, the right to object and / or the right to data portability and you have the right to know about and challenge automated decision making and profiling. Follow the links to find out whether those rights apply in these circumstances. To do any of those things or if you have followed the links but would like clarification, please email informationmanagement@bcu.ac.uk. 
You have the right to request to see the personal data we hold about you. You can submit a Subject Access Request (SAR) in accordance with the Subject Access Requests (SAR) Procedure.
How to ask questions or raise concerns
If you have read this privacy notice and would like further information, you’re welcome to contact our Data Protection Officer by emailing informationmanagement@bcu.ac.uk or by post to: Data Protection Officer, Information Management Team, Legal Services, Birmingham City University, Floor 1, Joseph Priestley Building, 6 Cardigan Street, Birmingham, B4 7BD, or by phoning 0121 202 4597.
If you are not content with how we handle your information, please follow our Data Protection Complaints Procedure. If you have used that procedure and are unsatisfied with the response you have received, you then have the right to complain directly to the Information Commission (IC). You can find out more about this on the IC’s complaints website.
Where can I get more information?
Birmingham City University’s Data Protection Policy and Appropriate Policy Document
Birmingham City University’s Privacy Notices  
The Information Commissioner’s Office (ICO) information for members of the public
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